MHPOPMALIMOHHASA NMAMATKA
AnA ObYYAKOLWUNXCA AnA PASMELLEHUA
HA OPULIMATIbHBIX MHTEPHET-PECYPCAX

C KaXJpIM roJIoOM MOJIOJIEKU B MHTEPHETE CTAHOBUTHCS OOJIbILE, a IIKOJIbHUKHK OJIHU U3 CAMBIX
aKTHBHBIX ITOJIb30BaTenel PyHera. Mexay TeMm, MOMHMO OIPOMHOIO KOJIMYECTBA BO3MOXKHOCTEW,
MHTEPHET HeceT M NMpo0OiieMbl. DTa naMsTKa JOHKHA IIOMOYb TeOe 6e3011acHO HaXOIUThCS B CETH.

KoMnbroTepHble BUPYCbI

KomnbroTepHblil BUpPYC - 3TO Pa3HOBHJIHOCTb KOMIIBIOTEPHBIX IPOTrPaMM, OTIMYUTEIILHON
0COOEHHOCTBIO KOTOPOH SIBIISICTCS CIIOCOOHOCTh K Pa3MHOXKEHHUIO. B jomoiHeHne K 3ToMy, BUPYCHI
MOTYT MOBPEIUTh WIM IOJHOCTbIO YHMYTOXHUTb Bce (ailibl M JaHHBIE, IOJAKOHTPOJIbHBIE
H0JIb30BATENI0, OT IMEHH KOTOPOTo ObLIa 3allylleHa 3apakKeHHas IporpaMma, a TakXKe HOBPEIUTh HIIH
Jla’ke YHUYTOXKUTh ONEPAllMOHHYIO CUCTEMY CO BceMH (ailiaMu B LienoM. B OOJbIIMHCTBE cilydaeB
pacnpoCTpaHsAOTCA BUPYChI UEPE3 UHTEPHET.

MeTobl 3alUTEI OT BPCIOHOCHBIX ITPOTpaMM:

1. Ucnonb3yit COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPbE3HbIN YPOBEHb 3aAILUThI
OT BPEIOHOCHBIX IIPOIPAMM,;

2. TIloctosHHO ycraHaBiauBal nauTu (UU(pPOBBIE 3aIlJIaTKU, KOTOPbIE ABTOMATHYECKU
YCTaHABJIMBAIOTCS C LENbIO JAOPAOOTKU MPOrpaMMbl) U Jpyrue OOHOBIEHHs CBOEH ONepariiOHHON
cucreMmbl. CkauMBail X TOJIBKO ¢ opuIuanbHOro caifta pazpadorunka OC. Eciu cymiecTByer pexum
aBTOMaTHYECKOI'0 OOHOBJICHMSI, BKIIIOUH €r0;

3. Paboraii Ha cBOEM KOMIBIOTEpE IO MpaBaMu MOJIb30BaTelNs, a HE aJJMUHUCTpATOpa. ITO HE
MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMM HWHCTANIMPOBAaTbCS Ha TBOEM MEPCOHATbHOM
KOMITBIOTEPE;

4. Hcnonw3yil aHTHBUPYCHBIE MPOTPaMMHBIE TPOAYKTHI HU3BECTHBIX IPOU3BOAUTENCH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannyb GpU3NUECKUI JOCTYI K KOMIIBIOTEPY ISl TOCTOPOHHHUX JIMIL;

6. Vcnonb3yil BHEUIHME HOCUTENM HHPOpMAIMM, Takue Kak ¢remka, AUCK Wiau (aitnm u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBail KOMIbIOTEpHBIE (ailyibl, MOTYyYEHHbIE U3 HEHAJEKHBIX MCTOUYHUKOB. J[axe Te
(aiinbl, KOTOpPbIE MpHCIal TBOM 3HAKOMBIN. JIyullle yTOuHHM y HEro, OTHPABJISUI JIU OH TeOe HX.

Cetn WI-FI

Wi-Fi - 310 He Buj nepeaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIb OpeHn, Mapka. Ene B 1991
rofly HUAEpIaHJACKas KommaHus 3apeructpupoBana Openax "WECA", uro o6o3Hauano
cnoBocouetanue "Wireless Fidelity", koTopslii nepeBoauTcs kak "0ecrpoBOiHAs TOUHOCTD".

Jlo Hamero BpeMeHH Jonuia Jpyras abOpeBHarypa, KOTopas sSBISCTCS TaKOH K€ TEXHOJIOTHEH.
Orto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha CTaHIAPT BBICIICH 3BYKOBOU
texuuku Hi-Fi, 4to B mepeBoe 03HauaeT "BhICOKAast TOUHOCTh'.

Ja, OecrmyaTHBII WHTEPHET-AOCTYH B Kade, OTeNIX W a’dpomopTax SBISETCA OTJINYHOM
BO3MOKHOCTBIO BBIXOJ]a B HUHTEpHET. HO MHOTHME SKCnepThl CUNUTAIOT, 4TO o01meaoctynHsle Wi-Fi cetn
HE SIBJISIIOTCS] 0€30IaCHBIMH.



CoBeThl 10 0€30MacHOCTH paboTHI B 001Ie0CTYIHBIX ceTssXx Wi-fi:

1. He mepenaBaii cBoto nnuHyto uHbopMaiuioo depe3 odmenocrynasie Wi-Fi ceru. Pabotas B
HUX, J)KEJIaTeIbHO He BBOJIUTH MMAPOJIH JOCTYIA, JIOTHHBI U KaKue-TO HOMeEpa;

2. Hcnone3yil um OOHOBISH aHTUBHUPYCHBIE Mporpammbl U Opanamayep. Tem caMbiM T
obe3omnacuillb ce0s OT 3aKaYKH BUpYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkmoun ¢yakmuio "OO0muii noctyn k ¢aiiaMm u npuHTepam".
JlaHHast QyHKIHUS 3aKphITa MO0 YMOJYAHHIO, OJTHAKO HEKOTOPHIE IMOJIb30BATEIN aKTUBHUPYIOT €€ IS
yIno0CTBa UCIIOJIb30BaHUS B paboTe win yuebe;

4. He ucnonp3yit myonumanabiidi WI-FI nis mepemaun TuYHBIX JaHHBIX, HAIPUMED JJIs BBIXOJIAa B
COLIMAJIbHBIC CETU WM B 3JIEKTPOHHYIO TIOUTY;

5. Ucnons3yit Tonpko 3amuiieHHoe coequHenue yepes HTTPS, a we HTTP, 1.e. mpu HaGope
BeO-apeca BBou uMeHHO "https://";

6. B mobunsHoM Tenedone orkmoun Gynkuuio "llogkmrouenne k Wi-Fi aBTomatuuecku". He
JOMyCKald aBTOMaTHYECKOTO MOKITIOYEHUs yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

CoumnanbHble ceTu

COIII/IEL]H)HI)IG CCTU AKTHBHO BXOJAT B Hally XW3Hb, MHOI'MC JIIFOJU pa60Ta}0T H JXUBYT TaM
nocTosiHHO, a B Facebook yxe 3aperucrpupoBaH MUIIMAp] YEIOBEK, YTO SBISETCS OIHOW CEIbMOIt
BCEX JKATENIEH miaaHeThl. MHOTrHe MoJb30BaTeIId HE IIOHUMAIOT, 4TO I/IH(i)OpMaIII/ISI, pasMCIICHHAsA UMU
B COLMAIbHBIX CETSAX, MOXET ObITh HaiiJiecHa W HCMOJb30BaHA KEM YroJHO, B TOM YHCIIE He
00s13aTeNbHO ¢ OJIarMMH HaMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH B COMMAJIBHBIX CCTAX:

1. Orpanuub cnucok Apy3eil. ¥ Teds B Apy3bsAX HE JOJKHO OBITh CIydalHBIX U HE3HAKOMBIX
JTIOJICH;

2. 3amumuiaii CBOIO YacTHYIO kM3Hb. He ykasbiBail mapoiu, TenedoHsl, ajpeca, AaTy TBOETrO
POXJAEHUS M JPYryl0 JHYHYI0 HHGOpMalMio0. 3JO0YMBIIJIEHHUKH MOTYT MCIIOJIb30BaTh Jake
I/IH(l)OpMaHI/IIO 0 TOM, KaK Thl 1 TBOU POAUTCIIN IJIAHUPYCTC ITPOBECTU KAHUKYJIbI;

3. 3amminail cBOIO peryTaluio - JAEpPKU €e B YMCTOTE M 337aBail cebe BOMpoc: XOTed OBl ThI,
4yTOOBl JpyrHe TMOJb30BaTeNd BHJENIHM, 4YTO Thl 3arpyxaems? [lomymail, mpexne yem 4YTO-TO
OIyOJIMKOBaTh, HANIUCATh U 3arPy3UTh;

4. Ecnu ThI TOBOPHUIIBL C JIFOJbMH, KOTOPBIX HE 3HACIb, HE MCIOJIb3YH CBOE PEaIbHOE UMS U
JPYTYIO TUYHYIO HHPOPMAINH: UMsI, MECTO KUTEIbCTBA, MECTO Y4eObl U MpOYee;

5. N3berait pazmemnienus (ororpaduit B MHTEpHETE, THE THI M300pa)X€H HA MECTHOCTH, IO
KOTOPOU MOKHO ONPEAETUTH TBOE MECTOIOIOKEHHUE;

6. Ilpu peructpanuu B COIUATBHOM CE€TH HEOOXOJMMO WCIOJB30BAaTh CIIOKHBIC MapOJIH,
cocrosmue u3 OykB ¥ (P U C KOTUIECTBOM 3HAKOB HE MEHEe §;

7. Jljisg conuanbHOM CETH, TOUYTHI U APYTHX CAaWTOB HEOOXOJMMO MCIOJIb30BaTh Pa3HbIC MAPOJIH.
Tor;[a €Clin TGGH B3JIOMArOT, TO 3JIOYMBINUICHHHUKHU MMOJYyYaT JOCTYIl TOJBKO K OJHOMY MCCTY, @ HC BO
BCE Cpazy.



ONEeKTPOHHbLbIE AeHbIM

DJIeKTPOHHBIE JCHBIM - O9TO OYEHb YIOOHBIA CMOCO0 TIUIaTeX)el, OJHAKO CYIIECTBYIOT
MOIICHHHUKH, KOTOpLIC XOTAT HOJIy‘II/ITb 9TU OICHBbI'U.

:‘)J'ICKTpOHHBIe JCHBI'M IIOABUJINCH COBCEM HEJAaBHO W HMCHHO H3-3a 3TOI'0O BO MHOI'UX
rocyaapcCrBax A0 CUX IIOp HC HNPOIHCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHM QYHKIMOHUPYIOT U O HUX Y€ MPOMUCAHO B 3aKOHE, TJE UX pa3leisioT Ha
HECKOJIbKO BHJIOB - aHOHMMHBIE M HE aHOHMMHbIC. Pa3HuIla B TOM, YTO aHOHHUMHBIE - 3TO T€, B
KOTOPBIX pa3pelaeTcsi MpOBOAUTH omnepanuu 6e3 uAeHTU(UKAIMY 110Ib30BaTeNsl, @ B HEAHOHUMHBIX
UICHTH(UKAIIS TOTH30BATEIS SABISETCS 00s3aTEIBHOM.

Taxxe cienyer pa3inyarh JIEKTPOHHbIE (PUaTHBIE IEHBI'H (PaBHBI FOCYIaPCTBEHHBIM BaJIIOTaM)
U DJICKTPOHHbIE He(UATHBIEC ACHBIH (HE PaBHBI TOCY/IapCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI 110 OE30I1aCHOM pa60Te C SJICKTPOHHBIMHA JCHbI'aMU:

1. TlpuBsxu K cueTy MOOWIBHBIA TenedoH. DTo camblii ymoOHBIM M OBICTPBIA CHOCOO
BOCCTAHOBUTH JOCTYN K cuery. [IpuBsi3aHHbIi TenedoH moMoxeT, ecinu 3a0yellb CBOM MIaTeHbIH
MapOoJIb WM 3aiAEIIb HA CAUT C HE3HAKOMOT'O YCTPOICTBA;

2. Ucnonb3yit onHopasosblie mapoinu. [locne nepexoa Ha yCHIIGHHYIO aBTOPU3aLIUIO TeOe yKe He
OyZeT yrpokaTh OMACHOCTh KPaXXH WITK TIepeXBaTa IJIATSKHOTO MapoJIs;

3. BriObepu cnoxublii maponb. IlpecTynHukam OyaeT He MPOCTO YyraaaTh CIOXHBIN Mapoib.
HanexHble maponu - 3TO Haposid, KOTOpBIE COAEpKAT HE MEHee § 3HAKOB M BKIIOYAIOT B ce0s
CTPOYHBIE U MPOMUCHBIE OYKBBI, IU(PHI M HECKOJIBKO CUMBOJIOB, TaKME KaK 3HaK JoJuiapa, QyHTa,
BOCKJIMIIATENbHBIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOJAHW CBOM JIMYHBIC JaHHBIC HA caﬁTax, KOTOPBIM HE NOBCPSCHID.
ANeKTpPOHHas noyTa

ONEeKTpOHHAas MOoYTa - 3TO TEXHOJOTHS M IPENOCTABISEMBIE €0 YCIYyTH IO NEPECBUIKE U
MIOJIYYEHHUIO JIEKTPOHHBIX COOOILEHUH, KOTOpPbIE PACIPEAESIOTCS B KOMIbIOTEPHOH ceTu. OOBIYHO
AJIEKTPOHHBIN MOYTOBBIM SAIMMK BBINIAJUT CIEAYIOIIMM 00pa3oM: MMs_MOJIb30BATEIsI(@HUMS_JIOMEHA.
Takxe kpoMe nepegadn MpocToro TeKCTa, UMEETCs BO3MOKHOCTh IiepeaBaTh (Qailiibl.

OcHOBHBIE COBETHI IO O€30MAaCHOM paboTe ¢ IEKTPOHHOI MOUTOM:

1. Hamo BbIOpaTh NpaBHIBHBIM NOYTOBBIA cepBUC. B HMHTEepHETE €cTb OrpPOMHBIA BBIOOP
OecCIUTaTHBIX TOYTOBBIX CEPBHUCOB, OJIHAKO Jy4YIlE JOBEPATh TEM, KOTO 3HAEllb M KTO TEpBBIA B
pEUTHHTE;

2. He yka3piBail B JIMYHOM mouTe JM4yHYIO uHpopmauutoo. Hampumep, nyumie BbIOpathb
"My3bIKanbHbIN _paHaT@" wim "pok2013" Bmecto "temal3";

3. Hcnonp3yil IBYXdTamHYI0 aBTOPHU3ALMI0. DTO KOTJa OMUMO Iapojs HYXHO BBOJUTH KO,
IpuchUIaeMbIi o SMS;

4. BeiOepu CIOXKHBIA Tapoib. [[Isi KaXKI0r0 MOYTOBOTO SIIUKA JOKEH OBITH CBOM HAJICKHBIM,
YCTOMYUBBIN K B3JIOMY MApOJIb;

5. Ecnmu ecTb BO3MOXKHOCTB HaIlMCaTb CaMOMYy CBOM JIMYHBIM BOIIPOC, HCIOJIB3YH 3Ty
BO3MO>KHOCTB;



6. Vcronb3yih HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBblid 111 4aCTHON MEPENUCKHU C aJlpecaTami,
KOTOpPBIM Thl JOBEpSAELIb. DTO AIEKTPOHHBIN aJgpec HE Hal0 MCIOJIb30BaTh NPU PErHCTpalMd Ha
dbopyMmax u caifTax;

7. He oTkpbiBail ¢ailyibl u Ipyrue BIOKEHUS B MHUCHMAaxX, aXe €CIU OHU MPHIUIH OT TBOUX
npy3eit. Jlydine yTouHu y HUX, OTIIPABIISUIN JIU OHU TeOe 3TH (paiiisl;

8. Tlocne oxoHYaHUs PabOTHI HA TIOYTOBOM CEpPBHCE TEpe] 3aKPBITUEM BKJIAJKH C CAaHTOM HE
3a0yap HaXXaTh Ha "BeiidTi".

Knb6epObynnuHr unu BuptyanbHoe usgeBaTtesibCTBO

KubepOymauHr - mpeciefnoBaHue COOOIIEHUSMHU, COJEPKAIIMMHU OCKOPOJIEHHS, arpeccuio,
3alyruBaHue; XYJIUTAHCTBO; COLIMAIbHOE OOWKOTHPOBAaHUE C IMOMOIIBIO PA3IUYHBIX HMHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO O0pHOE ¢ KHOEPOYILITHHTOM:

1. He Opocaiics B 0oii. Jlyummii coco0: mocoBeToBaThCsl Kak ceOs BECTH W, €CIM HET TOro, K
KOMY MOKHO OOpaTHTHCSI, TO BHAYAJE YCIIOKOUThLCSA. ECi ThI HAUHEIIh OTBEYATh OCKOPOICHHUSIME Ha
OCKOPOJICHUS, TO TOJIBKO €I11e 0OJIbIIE Pa30XIKelTb KOH(IIUKT;

2. YopaBinsii cBoel kubeppenyrauuei;

3. AHOHMMHOCTb B ceTd MHMMas. CyIIecTBYIOT CIIOCOOBI BBIAICHUTH, KTO CTOUT 3a aHOHHMHBIM
AKKayHTOM;

4. He cTouT BecTH XYJIUTaHCKUN 00pa3 BUPTYyalbHOH kHU3HU. VIHTEepHET (puKcupyer Bce TBOU
NEHCTBUS U COXpaHSET UX. Y JaNUTh ux OyJeT KpailHe 3aTpyIHUTENIbHO;

5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii eauHuuHblii HeratuB. OJHOpPA30Bble OCKOPOUTEIbHBIE COOOIIEHMS JIydlle
UrHopupoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayalbHOW CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMU COOOIIEHUSIMH, B COIMATBHBIX CETIX
€CTh BO3MOXXHOCTh OJIOKHPOBKH OTIIPABKU COOOIIIEHUH C ONPEIeICHHBIX apecoB;

8. Ecnu Thl cBuaerens kubepOysinHra. TBou AeMCTBHS: BBICTYNUTH MPOTUB IpeciieaoBaTes,
[I0Ka3aThb €My, 4TO €ro ACUCTBUS OLIEHHUBAKOTCS HETATUBHO, IOIAEPXKATh KEPTBY, KOTOPOH HYKHA
MICUXOJIOTHYECcKast IOMOIIb, COOOLTUTH B3POCIBIM O (PAKTE arpecCUBHOIO MIOBEICHUS B CETH.

Mo6unbHbIN TenedoH

CoBpemenHble cMapThOHBI U IUIAHIIETHI COAEpkKaT B cede BIOJHE B3pOCIbIA (YHKIIMOHAT, U
TENepb OHU MOTYT KOHKYpHUPOBAaTh CO CTAallMOHAPHBIMHU KOMIIbloTepamMH. OJHAKO, CPENCTB 3aIUTHI
JUI IOAOOHBIX YCTPOMCTB MOKa OueHb Maso. TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX IMPOUCXOIUT
HE TaKk MHTeHCUBHO, Kak ais [1K, To *xe camoe kacaercss 1 MOOMIIBHBIX TPUIIOKEHUI.

CoBpeMeHHBIE MOOMITBHBIE Opay3ephl YK€ MPaKTHYECKH JTOTHAIM HACTOJIBHBIC aHAJIOTH, OJTHAKO
pacupenue GyHKIIMOHAIA BICYET 32 COO0H OOJBIIYIO CIOKHOCTh M MEHBINYIO 3AIIUIICHHOCTb.

Jlaneko He Bce NPOU3ZBOAUTENN BBIMYCKAaOT OOHOBJICHMS, 3aKpbIBAIOIIME KPUTHYECKHE
YSI3BUMOCTH JJI1 CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI /sl 0€30MaCHOCTH MOOMIILHOTO TeneoHa:



Huuero He sABnserca mno-HacTosimeMy OecriaTHbIM. bynb ocroposkeH, Beap Koraa Tede
IpeJUIaraloT OECIUIaTHRIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCIIYTH;

Hymaii, mpexxae yem otnpaButh SMS, ¢goto nim Buaeo. Tl TOUYHO 3HaCIIb, T/I€ OHU OYIyT B
KOHEYHOM uTore?

Heo0xoaumMo 0OHOBISATH ONEPALIMOHHYIO CUCTEMY TBOETro cMapThoHa;
Hcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI 1151 MOOMIIBHBIX TENIS(OHOB;

He 3arpy>1<a171 IIPUITIOKECHUA OT HEU3BECCTHOI'O HMCTOYHHKA, BEAbL OHU MOI'YT COACpPKaTbhb
BPCAOHOCHOC NPOrpaMMHOC 06ecnequI/Ie;

[Toce Toro Kak ThI BBIWJEIIL C CaiiTa, TJe BBOAWI JUYHYIO MH(GOPMAIIUIO, 321 B HACTPOUKHU
Opaysepa u ynamu cookies;

Hepﬂonnqecxn HpOBepHﬁ, KaKHC IUIATHBIC YCIYI'M aKTUBUPOBAHBI HA TBOEM HOMEPC,

JlaBail cBoii HOMep MOOWJIBHOTO TeJae(pOHa TOJBKO JIIOJSAM, KOTOPHIX Thl 3HAEIlb U KOMY
JI0Bepsielb;

Bluetooth momkeH OBITH BBIKJIIOYEH, KOTJa Thl MM HE MOib3yemibes. He 3a0biBaii MHOTIA
MPOBEPSTH ITO.

Online vrpsbl

CoBpeMeHHbIE OHJIAH-UIPBI - 3TO KPacouHble, 3aXBaThIBAIOIIME PA3BICUEHUs, 0ObEAUHSAIONINE
COTHHU ThICSY YEJIOBEK MO BceMy Mupy. Wrpokum uccienyroT NaHHBIM UM MHp, OOLIAtOTCS OPYr C
IPYTOM, BBIIOJHSIOT 33aJaHMsl, CPAKAIOTCA C MOHCTPAMHU M IOJIyYarOT OIBIT. 32 yIOBOJBCTBHE OHM
IUIATST: MOKYMAIOT JUCK, OTJIAYUBAOT A0OHEMEHT WJIM IPHUOOPETAI0T KAaKKE-TO OIILIUU.

Bce 3t cpenctBa uayT Ha mojjiep)KaHUE W pa3BUTHE UIPHI, a TakKKe Ha caMy 0€30MacHOCTH:
COBEpIICHCTBYIOTCS CUCTEMBbl aBTOPU3ALIMM, BBIMYCKAIOTCS HOBbIE MaTdyu (UKU(POBBIE 3aIlIaTKU JJIs
IIPOrpamMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO)IO6HBIX HUrpax CTOUT OmacaTbCsa HE CTOJIBKO CBOMX COIICPHHMKOB, CKOJIBKO KpaXH TBOCTO
mapoJist, Ha KOTOpOM OCHOBaHa CUCTEMaA aBTOPpHU3aAlIUN OOJIBIIMHCTBA urp.

OCHOBHEIE COBETHI 10 OE30IIaCHOCTH TBOETO HI'POBOI'0 aKKayHTa:

1. Ecnu npyroit urpok BeneT ceds MI0Xo WM co3AaeT Tede HeNpHUATHOCTH, 3a0JIOKUPYH ero B
CITHCKE UTPOKOB;

2. HO)K@.J'nyICH AIMUHUCTpATOPaM HUIPbI Ha INIOXOC IMOBCACHHUEC DOTOI'0 HI'POKA, KEJIATCIBHO
IMPHUIIOXKUTHb KaKHUE-TO JOKA3aTCJIbLCTBA B BUJC CKPHUHOB,

3. He yka3piBaii Tn4yHyt0 HHPOPMALUIO B podaiiie urpsl;
4. YBaxail Ipyrux y4aCTHHKOB IO UIPE;

5. He ycranaBnuBaii HeoUIIUAIBHBIE TATYN U MOJIBI;

6. Mcnonb3yl CI0KHBIE U pa3HbIE MMAPOIIH;

7. Jaxke BO BpeMs UIPbl HE CTOUT OTKJIFOYAaTh aHTUBUPYC. [IoKa ThI Urpaems, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.



PUWNHT Unun KpaXa JIMYHbIX AaHHbIX

OObIUHOM Kpaked JCHEr W JOKYMEHTOB CErOJHS YK€ HHUKOTO HE YAMBHIIbL, HO C pPa3BUTHEM
HHTEPHET-TEXHOJOTHI 3J0YMBIIIJICHHUKH MEPEMECTHINCH B MHTEPHET, M MPOJOIKAIOT 3aHHMAThHCS
"1I0OUMBIM" J1EJIOM.

Tak nosiBUIach HOBasi yrpo3a: HHTEPHET-MOIICHHNYECTBA WK (DUINMHT, TJIaBHAS [1€]h KOTOPOTO
COCTOWT B IMOJIYYCHUH KOHQUACHIIMATBHBIX JaHHBIX TOJb30BaTENIel - JIOTMHOB W mapoieil. Ha
AHTJIMCKOM si3bIKe phishing unTaercs kak ¢ummuHr (ot fishing - peiOHast moBys, password - mapoJs).

OcHOBHBIE COBETHI IO 6OpHOE ¢ HUITMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu ThI MO03peBaelib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HEOOXO0JMMO 3a0JIOKMPOBATh €€ U COOOLIUTH aIMHHUCTPATOPaM pecypca 00 ITOM Kak MOXKHO CKOpee;

2. I/ICHOHBBYﬁ 0e30macHbIe Be6-cal>iTBI, B TOM YHUCJIC, MHTCPHCT-MAIra3MHOB U ITOMCKOBBIX CUCTCM;

3. Hcnonw3yil clnokHbIE W pa3Hble Tapoid. Takum oOpa3omM, eciii TeOs B3JIOMAIOT, TO
37I0YMBIIUICHHUKH MOJIYyYaT JOCTYH TOJIBKO K OJHOMY TBOEMY MPO(HIIIO B CETH, a HE KO BCEM,;

4. Eciu TebOg B3nomald, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
nobaBiieHbl y T€Os B Jpy3bsiX, O TOM, YTO TeOs B3JIOMaJIM MU, BO3MOXHO, OT TBOEro MMEHHU Oyzaer
pacchlIaThCs CIIaM U CCBUIKH Ha (DMITMHTOBBIE CANTHI;

5. YcranoBu HanexHbIi maposb (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKJIIOYH COXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpbiBail ¢ailnbl U Ipyrue BIOKEHHUS B MHUCHMax, JIaXe €CIM OHHM TMPUILIU OT TBOHX
npyseit. Jlydie yTouyHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (ailibl.

LincdpoBas penytaums

[Mu¢poBast pemyTamusi - 3TO HEraTWBHas WJIM TMO3UTHBHAas WHpopMalus B CeTH O Tebe.
Komnpomerupyromass uHpOpMaiusi, pa3MelleHHas B HWHTEPHETE, MOXET Cepbhe3HbIM 00pa3oM
OTpa3uThCsl Ha TBOEH peanbHON >xu3HU. "LludpoBas penmyranusa" - 3TO TBOM HMMHIK, KOTOPBIH
dbopmupyercst u3 uHpopMaIuu o Tebe B UHTEPHETE.

TBoe MecTO KUTENbCTBA, y4eObl, TBOE€ (MHAHCOBOE TMOJOKEHUE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIEHHO OTHOCATCS K NyONMKalMu JHUYHOW HHQOpMAUK B
WHTepHeTe, HE MOHMMAs BO3MOXHBIX INMOCIEACTBUI. ThlI 1ake HE CMOXKEIIb A0rajaTbCsi O TOM, 4YTO
¢dotorpadus, pasmenieHHas 5 JeT Ha3a/l, cTajla IpUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommeHnTapuu, pa3menienre TBoux ¢ororpaduii u apyrue AeHCTBUS MOTYT HE MCUE3HYTh JaXe
MocJe TOrO, KaK ThI MX yJaTUIIb. Thl HE 3HAEMIb, KTO COXPAHMII 3Ty WH(OPMAITUIO, MoTaja JId OHA B
MIOMCKOBBIE CHUCTEMBI M COXPAaHMJIACh JIM OHA, a [JIABHOE: YTO MOAYMAIOT O TeOe OKPYKAaIOIIHEe JIIOIH,
KOTOpble HaWAyT M YBUIAT 3TO0. Haiitu mHdOpMannio MHOTO JIET CIOYCTS CMOXET JII0OOH - Kak U3
JIOOPBIX MOOYXKICHHIA, TAK U C HAMEPEHUEM MIPHUUYUHHUTD Bpel. DTO MOXKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3alTUTE ITU(POBON peryTaIuu:

1. [Momymaii, mpexie 4em 4To-To MyOIMKOBATh U NepeaaBarh y ceOs B 010re UM B COLMAIBHON
ceTH;



2. B mnHactpoiikax mpodmiis yCTaHOBM OTpPaHHYECHHS HAa TMPOCMOTP TBOETO Hpodwiiss U ero
COJIEP’KUMOT0, CAENIal €ro TOJIbKO "uIsl Ipy3ein';

3. He pasmemaii u He ykasbiBaii MH()OpMAIMIO, KOTOpPas MOXET KOIro-IHO0O OCKOPOJISATH WK
00nXaTh.

ABTOpCKOE npaBo

CoBpeMeHHbIC IIKOJIBHUKH - AaKTUBHBIC II0JIb30BaTeNd IU(PPOBOro mnpocTpaHcTBa. OHAKO
JlaJIeK0 HE BCE 3HAIOT, YTO IOJIb30BAaHWE MHOTMMH BO3MOXHOCTAMHU IUGPOBOro Mupa Tpedyer
COOJIIOICHHS TTPAB HA MHTEIUICKTYAJIbHYIO COOCTBEHHOCTb.

TepmuH  "WHTE/UIEKTyaJibHast COOCTBEHHOCTH" OTHOCHTCS K  Pa3IMUYHBIM  TBOPEHUSM
YeJIOBEYECKOI0 yMa, HAYMHASI ¢ HOBBIX M300PETCHUU M 3HAKOB, 00O3HAUYAIOIIUX COOCTBEHHOCTH Ha
MPOAYKTHl M YCIyTd, U 3aKaHuuMBasg KHUTamH, (oTorpadusimu, KUHOUIBMAMHU U MY3bIKaIbHBIMU
MIPOU3BEICHUSIMH.

ABTOpCKHE IpaBa - 3TO IPaBa Ha UHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh HA IPOM3BEACHUS HAYKH,
JUTEpaTyppl M MCKycCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KAauyeCTBE TIapaHTUU TOro, 4YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyJ aBTOpa He OylIeT HalpacHbIM, JAacT €My CIIpaBelIMBbIE
BO3MO>KHOCTH 3apaboTaTh Ha pe3ysibTaTaXx CBOEro TPy/a, MOIYYUTh U3BECTHOCTD U Mpu3HaHue. Hukro
0e3 pa3peleHHs aBTopa HE MOYKET BOCHPOM3BOJIUTH €0 MPOU3BEJCHUE, PACIPOCTPAHATH, ITYOIUUHO
JNE€MOHCTPUPOBaTh, IpOJaBaTh, WMIIOPTUPOBATh, IIycKaTb B IpOKAaT, MYOJIMYHO MCIIONHATD,
II0Ka3bIBaTh/UCIIONHATE B 3upe nim pa3mewars B lHTepHere.

Hcnonp3oBaHue "mUpaTckoro" MNporpaMMHOrO OOECHEeUEHUsT MOXKET IPUBECTH K MHOTUM
pHUCKaM: OT MOTEPH JaHHBIX K TBOMM aKKayHTaM J10 OJIOKHPOBKH TBOETO YCTPOMCTBA, IJIe YCTAHOBJIEHA
HeneranbHas nporpamma. He cTouT Takke 3a0bIBaTh, UYTO CYLIECTBYIOT JIETalbHbIE UM OECIUIaTHbIE
IIPOrpaMMBbl, KOTOPbIE MOKHO HaiTH B CETH.

O noprane
CeTeBI/I‘lOK.pQ) - TBOM TJIaBHBIM COBETYUK B CETH. 3,[[605 Thl MOKCIIb Y3HATb O 0€e30I1aCHOCTH B

CCTU NOHATHBIM U JOCTYIIHBIM A3bIKOM, d IIPH BO3ZHUKHOBCHUHU KpI/ITH‘{eCKOfI CUTyauuu O6paTI/ITBC$I 3a
COBETOM. A TakKe MPUHATH YIaCTHEC B KOHKYpPCaX U CTAaTb CAMbIM LII/Iq)pOBBIM Fpa)I(,Z[aHI/IHOM!



